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Introduction:  
 

Freedom of speech is the human right to be able to express opinions publicly without 
being censored or facing any form of punishment from the state and other authority figures — is 
internationally recognised in the United Nations Declaration of Human Rights; stating in Article 
19 that: 
 

“Everyone has the right to freedom of opinion and expression; this right includes freedom to 
hold opinions without interference and to seek, receive and impart information and ideas 

through any media and regardless of frontiers.” 
 

However, the Declaration is not legally binding to all members of the UN, and while 
some aspects of the Declaration are generally assumed to form customary international law 
(defined as “evidence of general practice of law” in Article 38 of Statute of the International 
Court of Justice), there is dispute as to which articles and provisions, one of which is freedom of 
speech. 

 
Mass censorship is the suppression of speech, public communication, or other 

information, on the basis that such material is considered objectionable, harmful, sensitive, or 
"inconvenient" as determined by government authorities or by community consensus. Oftentimes 
mass surveillance will accompany mass censorship. At this point it is not only a discussion of 
freedom of expression but one of human rights too as freedom of privacy is usually 
compromised in favour of government-enacted mass surveillance. This is usually justified as the 
price that must be paid for the security of the state and/or its civilians in the case of both 
censorship and surveillance. 
 

In a modern world of conceptually incompatible ideologies like that of xenophobia and 
the newfound debate concerning hyper-political correctness, the need for internationally 
recognised parameters for what constitutes freedom of speech and where the line is drawn is 
ever-growing. Societies continue to struggle with hate speech and its consequences and the 
controversy regarding censorship of media and access to opinions and information has become 
an inflamed one in countries such as Turkey with mass arrests of journalists being carried out 
under tense international scrutiny. Additionally, the issue of mass surveillance is a prevalent one 
that is frequently carried out in a covert manner by governments. It has brought into question the 
effect of surveillance on freedom of speech as freedom of privacy is violated (often against the 
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laws of the state carrying out said surveillance). An example of this is the case of government 
surveillance in the USA in which violating an inherent freedom of privacy outlined in the Fourth 
Amendment leads to the explicable suppression of freedom of speech, a right outlined in the First 
Amendment. Technology policy analyst, Jonathon Hauenschild,  goes on to explain this, saying 
that:  

 
 
“Government surveillance relating to national security poses a unique threat compared to other 

criminal investigations. The president possesses significant authority to investigate foreign 
threats. The exercise of that authority, though, threatens U.S. citizens’ First Amendment freedom 

of speech rights. When conducting surveillance for national security purposes, it is likely the 
government will both record protected speech and will use its authority to monitor groups with 

politically incorrect viewpoints.” 
 

These are rudimentary aspects of an issue that have left the world in a state where there is 
no agreed upon definition for what the boundaries, if any, for state-sponsored censorship and 
surveillance are. Question marks remain around how these boundaries would affect the human 
rights of freedom of speech and privacy. These have proved to be international issues causing 
diplomatic turmoil between nations in forms that have gone on to affect economic and security 
partnerships, while domestically, the public’s response to these issues have garnered significant 
international attention. 

 

Key Terms/Figures/Groups: 
 
Freedom of speech: The human right to be able to express opinions publicly without being 
censored or facing any form of punishment from the state and other authority figures. 
 
Censorship: Intentional suppression of speech and/or information deemed to be politically 
incorrect, detrimental, overly sensitive or “inopportune” as determined by authority figures. 
 
Mass surveillance: Intentional monitoring of a population or group often carried out by 
government organisations or factions. 
 
Electronic police state: Is a state in which the government aggressively uses electronic 
technologies to record, collect, store, organise, analyse, search, and distribute information about 
its citizens. 
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Surveillance state: Is a country where the government engages in pervasive surveillance of large 
numbers of its citizens and visitors. Such widespread surveillance is usually justified as being 
necessary for national security, such as to prevent crime or acts of terrorism, but may also be 
used to stifle criticism of and opposition to the government. 
 
Press freedom: The right of the press to publish and circulate opinions without government 
censorship. 

Background Information:  
 

According to the Committee to Protect Journalists, seven out of the ten most censored 
countries in the world are also among the top ten worst jailers of journalists (CPJ annual prison 
census), of these nations is China, the 8th most censored country and the largest jailer of 
journalists worldwide. China has one of the most strongly censored networks in the world with 
millions of Internet users being censored by what is known as “The Great Firewall”, an advanced 
system consisting of human censors and coding which prevents access to many websites and 
networks such as Google, Facebook, and YouTube, while simultaneously reducing the freedom 
of speech of the Chinese people. This online censorship is coupled with strict legislation that 
threatens imprisonment to ensure dissenting voices within China are silenced.  

 
In 2014, a secret white paper titled “Document 9” was leaked. It consisted of a decree to 

reject the promotion of the Western media’s views and their “universal values”. More tellingly, 
the document outlined the media’s purpose and intention to support the ruling party’s unilateral 
governance. Furthermore, international journalists are often denied visas, or, at the least, have 
them significantly delayed in a bid to deter international journalism and free speech that 
contravenes the Chinese government’s interests. 
 

On the other hand, states such as the USA strongly encourage and safeguard freedom of 
speech, but at what expense? There has been international deliberation over the extent to which 
free speech truly is free, and the point at which it begins to infringe other internationally agreed 
upon human rights.  

 
In the case of the USA, extensive freedom of speech may lay a pathway for the violation 

of the Fourth Amendment, that is, “the right of all people to be secure in their persons…”. This 
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issue is explored in events such as the Unite the Right rally in Charlottesville (August 2017) that 
quickly turned into a chaotic wherein the US president failed to condemn the nationalistic, 
xenophobic, neo-Nazi and Klanist views (amongst many others) that were conveyed in a violent 
manner resulting in one death. Not only were the supported ideologies not openly condemned by 
the president as many expected them to be due to a widely held belief of their archaic and 
outdated philosophies which have no place in the modern world; the president was placed under 
fierce international scrutiny as his comments were vague and merely condemned “hatred, 
bigotry, and violence on many sides” as opposed to that of the white supremacists specifically. 
Attempts to reduce the backlash further inflamed the situation when Trump referred to “very fine 
people on both sides” which implied an ethical equivalence between the supremacists and those 
protesting them.  

 
Regardless of the ethicality of the parties involved, the event is not isolated and has raised 

concerns regarding when freedom of speech ‘crosses the line’ so to speak, and no longer enables 
the public to freely express themselves but in some ways suppress them, especially in the sense 
that in cases like this (which aren’t exclusive to the USA) other facets of human rights are 
violated, whether they be internationally recognised or sovereign. In the case of Charlottesville, 
both were violated from a perspective of the right to basic safety in one’s environment. 

 
Censorship is another issue that is widely disputed around the world as states criticize 

efforts by other nations to restrict freedom of information and press freedom. A high-profile 
example of this is Turkey; following an attempted coup in July 2016, Turkey enacted a state of 
emergency which allows the government to perform actions it typically would not be authorised 
to do. This state has been in action ever since and was recently extended for the seventh time. 
Under the state of emergency, President Erdoğan has arrested tens of thousands of journalists, 
educators, academics and public officials with charges of treason and terrorism with little to no 
evidence. Multiple media outlets have been forcibly shutdown or seized by government 
authorities in a bid to minimise anti-AKP sentiments (the AKP is the ruling party in Turkey) 
while claiming the outlets were outsourcing sensitive government information to terrorist 
organisations. The party proceeded to exercise control over the internet with the power to 
circumvent access to all websites with the proposed intention of reducing crime and terrorist 
activity. The AKP has even taken steps to throttle bandwidth during domestic crises which 
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making communication via social media lethargic or even impossible. All of this has attracted 
mass criticisms from (mostly European) countries such as Germany, especially as Turkey’s 
efforts to join the EU are undermined by these actions (as well as other domestic laws such as the 
reinstitution of the death penalty). This tension is exacerbated by the fact that Turkey’s 
constitution contradicts the practices of its government as in Article 28 the constitution states that 
press freedom will not be violated. Furthermore, the European Convention on Human Rights and 
Fundamental Freedoms supports non-violent expression of self and was ratified by in Turkey in 
1954, one of several agreements to be ignored by the Turkish government. This disregard for 
official agreements and perceived human rights has raised questions regarding the sanctity of 
international law and has further escalated tension between Turkey and European states. This has 
stagnated economic, and much more severely, diplomatic ties between these nations, in turn 
risking the delicate nature of international cooperation. 
 
 Such cases have been present in all corners of the globe indicating the extent to which 
this is an international issue. For example, Pakistan is another country where censorship, 
especially of the media and internet, is prevalent. There have been numerous reports of 
journalists’ homes being rummaged by state-affiliated personnel as items such as laptops, 
documents and voice recordings being stolen or destroyed. Amnesty International has noted the 
Prevention of Electronic Crimes Act (2016) has been utilised by the state as a tool to “harass” 
and “intimidate” human rights defenders with alleged “enforced disappearances” taking place 
with no consequence.  
 

A more niche aspect to freedom of speech is that of mass surveillance and its ties to 
freedom of privacy. Mass surveillance is cited as a necessary function to deter and prevent 
terrorism and crime as well as ensure the protection of national security. However, it has been 
criticised for its violation of privacy rights, limitation of political and civil liberties in addition to 
being constitutionally illegal in some states’ legal systems. Some fear that mass surveillance 
could lead to the implementation of programs such as COINTELPRO and systems of governance 
similar to surveillance and electronic police states which can also be referred to as totalitarian 
states. In 2013, mass surveillance gained international infamy when American whistle-blower, 
Edward Snowden, leaked out classified information regarding the National Security Agency’s 
numerous global surveillance systems designed to unlawfully spy on civilian populations. 
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Snowden was charged with theft of government property and violation of the Espionage Acts, 
and, in the process, sparked international outcry as the UN General Assembly adopted 
Resolution 68/167 which was unbinding and denounced unlawful surveillance of individuals and 
recognised the right to online privacy. Support for Snowden was especially strong from Latin 
American states while the European Parliament invited him to give a video appearance to aid in 
their investigation of the NSA. The case of the NSA brought worldwide attention to the legality 
of mass surveillance and the morality surrounding freedom of privacy and its effects and 
connections to freedom of speech.  

 
 
 
Countries and Organisations Involved: 
 
Reporters Without Borders (RWB) - is an international non-profit, non-governmental 
organisation that promotes and defends freedom of information and freedom of the press. The 
organisation, with a head office in Paris, France, has consultant status at the United Nations. 

Article 19 - is a British human rights organisation with a specific mandate and focus on the 
defence and promotion of freedom of expression and freedom of information worldwide founded 
in 1987. The organisation takes its name from Article 19 of the Universal Declaration of Human 
Rights. 

Amnesty International - is a London-based non-governmental organisation focused on human 
rights. The stated mission of the organisation is to campaign for "a world in which every person 
enjoys all of the human rights enshrined in the Universal Declaration of Human Rights and other 
international human rights instruments." 

ECHELON - is a surveillance program operated by the US with the aid of four other signatory 
nations to the UKUSA Security Agreement: Australia, Canada, New Zealand, the United 
Kingdom and the United States, also known as the Five Eyes. By the end of the 20th century, the 
system referred to as "ECHELON" had evolved beyond its military and diplomatic origins, to 
also become "…a global system for the interception of private and commercial communications" 
(mass surveillance and industrial espionage). 

National Security Agency (NSA) - is a national-level intelligence agency of the United States 
Department of Defence, under the authority of the Director of National Intelligence. The NSA is 
responsible for global monitoring, collection, and processing of information and data for foreign 
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intelligence and counterintelligence purposes, specialising in a discipline known as signals 
intelligence (SIGINT). 

COINTELPRO - the COunter INTELligence PROgram was a collection of illegal covert 
surveillance programs run by the FBI with the aim of discrediting, infiltrating and disrupting US 
political organisations between the years of 1956 to 1971.  The program was broad and targeted 
several movements such as communism, women’s rights, the entirety of the left and the 
black/civil rights movement, going so far as to assassinate and falsely imprison members of the 
Black Panther Party. 

 

 

 

 

 

Relevant UN Treaties and Events: 
 
The Universal Declaration of Human Rights (Is a treaty used throughout all of the UN, articles in 
it are a good reference)-http://www.un.org/en/universal-declaration-human-rights/ 
International Covenant on Civil and Political Rights (Much like the human rights but goes into 
more detail and logistics, helpful to find possible clauses)-
http://www.ohchr.org/en/professionalinterest/pages/ccpr.aspx 
General Assembly Resolution 68/167. The right to privacy in the digital age (A past resolution 
directly discussing one of the aspects of this topic, good for clauses)-
http://undocs.org/A/RES/68/167 
General Assembly Resolution 69/166. The right to privacy in the digital age (Same thing as 
aforementioned resolution but more updated)-
http://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/69/166 
Human Rights Council Resolution 25/117 Panel on the right to privacy in the digital age (Much 
like the GA resolutions but emphasizes human rights more than logistics)-
http://hrlibrary.umn.edu/hrcouncil_dec25-117.pdf 
Human Rights Council Resolution 26/13 The promotion, protection and enjoyment of human 
rights on the Internet (Ensure maintenance of human rights but on the internet)- 
http://hrlibrary.umn.edu/hrcouncil_res26-13.pdf 
Human Rights Council Resolution 28/16 (Much like the GA resolutions but emphasizes human 
rights more than logistics). The right to privacy in the digital age-https://documents-dds-
ny.un.org/doc/UNDOC/GEN/G15/068/78/PDF/G1506878.pdf?OpenElement 
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Previous Attempts to Solve the Issue: 
  

The UN has addressed this issue several times throughout its history. The Declaration of 
Human Rights (1948) advocates for freedom of speech and thought in Articles 18 and 19 mainly, 
however many other articles discuss the concept of individual liberties which may be important 
for delegates to examine such as the right to privacy, which is discussed in Article 12. The 
International Covenant on Civil and Political Rights (signed 1966, ratified 1976) builds on the 
concepts and articles discussed in the Declaration of Human Rights. Despite being ratified 28 
years after the declaration of the Declaration of Human Rights, it is another good source to refer 
to as it goes into more detail. With the rapid increase and development of technology, the UN 
General Assembly and Human Rights Council decided to also discuss the issue of privacy on the 
internet directly and produced several resolutions urging member states to respect the privacy of 
and adhere to the human rights declaration. They also decided to set up a system in order to hold 
states accountable for any surveillance activity which they do. This was done by having a Special 
Rapporteur who gathers information on how countries respect the privacy of people on the 
internet. The relevant UN treaties are a good starting to point to know the actions taken by the 
United Nations. They aim to maintain safety online and protect the human right to privacy. They 
have clauses that both summarize the issues and ones that find solutions to the issues. 
  

Possible Solutions: 
 
Possible Clauses: 
 

1) Reiterating the right to freedom of expression of all humans without external intervention 
as cited in Article 19 of the Universal Declaration of Human Right 

2) Decides to establish the UNRTPC (United Nations Right to Privacy Committee) whose 
tasks will include:  

a. To research about the challenges facing the right to privacy and make suggestions 
to ensure its protection 

b. To cooperate with states and other United nations agencies to gather relevant 
information concerning the right to privacy 

c. To identify obstacles facing the right of privacy, especially within the digital age, 
and to cooperate with the Human Rights Council to find solutions 

d. To raise awareness about the important of promotion and protection of the right to 
privacy on national and international levels 
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e. To report on violation of the right of privacy pertaining the Universal Declaration 
of Human Rights and the International Covenant on Civil and Political Rights (or 
any other relevant treaty) to the United Nations Human Rights Council 

f. Submit annual reports to the United Nations Human Rights Council and United 
Nations General Assembly about the protection and promotion of the right to 
privacy 

3) Urges member states to initiate Internet safety programs for the public in order to ensure 
that people stay safe online 

a. This is to avoid identity theft or criminal misconduct 
4) Calls upon member states to revaluate their mass surveillance laws in order to be 

consistent with human rights laws and the right to privacy 

Guiding Questions: 

1) Should states practice mass surveillance on their citizens? 
2) Should censorship of certain information be allowed? If yes, then what? 
3) What constitutes to freedom of speech? 
4) How can governments be held accountable for actions that violate human rights? 
5) How can we ensure a safe environment online and through other forms of media? 
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